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(57) Abstract: An apparatus, and corresponding method, for verifying the procedure to access mobile telephony networks through 
SIM cards provides that said cards are stably placed in a single central electronic unit which, upon verification requests earned 
on by various phone service suppliers from remote terminals, is apt to read the parameters of the peripheral devices placed ai ihe 
mobile telephony network area locations thai are requested to be tested; in this way said devices act, in the various tests, as mobile 
telephones containing the specific SIM cards involved in the verifications. Data relating to verifications as well as said parameters 
are transmitted between peripheral devices and central electronic unit through dedicated digital transmission lines or through the 
telephony network itself. 
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APPARATUS AND METHOD FOR VERIFYING ACCESS 
PROCEDURE TO MOBILE TELEPHONY NETWORKS 
THROUGH SIM CARDS 

o o o o o o o 

Field of The Invention 

The present invention concerns an apparatus, and corresponding 
method, for verifying the procedure to access mobile telephony 
networks through SIM cards. 

Description of The Prior Aat 

The great part of the telephones radio-connected to peripheral 
stations of mobile telephony networks operate, as known, using SIM 
(Subscriber Identity Module) cards inserted in the telephone sets. 
A card is activated by a certain phone service supplier at the moment 
in which a user asks for the telephonic service offered by that 
supplier; a new card is so inscribed to a new user. 
To enlarge as much as possible the coverage of the service, even 
beyond the limits of the network area directly managed by the phone 
service, supplier, sub-supply agreements take place between the 
various phone service suppliers in order to avoid drawbacks or 
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limitations for the users. 

When, that is, a certain user of a mobile telephony network leaves an 
area where the telephony network of a first phone service supplier 
operates and enters an area where said network does not operate and 
a second supplier's telephony network operates, an authentication 
procedure starts in blind mode. By this procedure, substantially, it is 
detected if the user's card belongs to a telephone service supplier 
which has an agreement with the above second supplier; then, 
connecting to the first telephone service supplier, it is verified that the 
user is enabled to access the service, and, finally, the technical 
parameters needed to handle the communications, instead of the first 
supplier, are acquired. 

It is evident to everyone how appropriately each phone service 
supplier has to verify the above procedure to work effitiendy inside 
his own network area, not only when he activates the sub-supply of 
the service, but carefully and often, during the providing of the above 
sub-supply service, from the most locations available in the managed 
area, according to the different available kinds of connections, and 
whatever could be the communication type (voice message, 
alphanumeric message, data transmission, or other possible land of 
transmission or required services). 

At the present time the above verification is done, as regards each 
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service supplier which the first supplier has an agreement with, by 
placing the relating sample card in a mobile telephone and performing 
verification calls from various locations in the managed area. 
Since each service supplier emits, for obvious reasons, the least 
needed amount of sample cards, generally one single card for each 
supplier which he has an agreement with, we can easily infer that said 
verifications are extremely slow and troubled, not as much due to 
their complexity as to the logistic problems which come from the 
above limitation. , 
Summary of the invention 

Main aim of this invention is to propose an apparatus, and 
corresponding method, for verifying the procedure to access mobile 
telephony networks through SIM cards overcoming the limitation of 
low availability of cards itself and the need of placing them at the 
various locations of the managed network area. 

Another aim of this invention is to propose a tester apparatus for 
verifying the procedure to access the network, which could perform 
various verifications from whatever location in the geographic area 
where a specific mobile telephony network operates, even if there are 
no stable data transmission instruments or lines and whatever the 
required service should be. 

A further aim of this invention is to propose a verification system for 
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verifying the procedure to access mobile telephony networks which 
could automatically perform said verifications and these ones, 
furthermore, could be required by telematic lines. 
Such aims are attained through an apparatus for verifying the 
procedure to access mobile telephony networks through SIM cards, 
comprising a central electronic unit, where SIM cards on which to 
execute the verifications are stably placed, and peripheral devices, 
connected, by means of dedicated telematic lines or by telephony 
networks, to said central unit which, upon verification requests carried 
on through remote terminals, reads initial parameters stored in said 
cards involved in the verification and transmits said parameters to said 
peripheral devices placed at the locations of the mobile telephony 
network specified in the verification request, said peripheral devices 
working, upon reception of said parameters, as mobile telephones 
containing the specific cards whose parameters have been transmitted 
to them. 

A method for verifying the procedure to access mobile telephony 
networks through SIM cards provides 
-placing said SIM cards in a single central electronic unit, 
-positioning specific devices at the locations of the mobile telephony 
network where verifications are required, 

-reading, through said central electronic unit, the parameters of the 
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SIM cards on which to execute the verifications, 
-transmitting said parameters to said specific peripheral devices, 
-performing verifications of the accessing procedure through said 
peripheral devices, said devices working, upon reception of said 
parameters, as mobile telephones containing the specific SIM cards 
whose parameters have been transmitted to them. 
The method of the invention advantageously provides transmission of 
the SIM cards' working parameters between said central electronic 
unit and said peripheral devices, according to two different phases: a 
first phase in which some specific parameters, useful to authenticate 
the cards, are transmitted before verification, a second phase in which, 
during the verification, the remaining parameters, needed to complete 
authentication and to ensure normal working of cards and" devices, arc 
transmitted. 

In this way, as we will see, we can use the mobile telephony network 
to transmit parameters stored in the SIM cards on which to execute 
die verifications, so we are free of positioning the peripheral devices 
for verification performing in whatever location of the geographic 
area where a certain mobile telephony network operates. 
Another advantageous feature is the possibility of performing 
verifications without having to bring the SIM cards to the various 
locations of the managed telephony network, but just requesting the 
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verifications by telematic lines, so clearly saving time and resources, 
and even getting automatic production of verifications databases, 
helpful for later queries and checking activities. 

Further advantages come from the effectiveness of the verifications, 
which can be automatically performed whenever desired. 
Brief description of the drawings 

However, for a better understanding of the above-mentioned 
advantages and characteristics of the present invention, this will now 
be described by way of an embodiment example, with reference to the 
accompanying drawings, in which: 

- -figure 1 schematically shows the arrangement of the components of 
an apparatus according to the present invention in an integrated set of 
public land mobile networks and public switching telephony 
networks; 

- -figure 2 shows a block diagram of one of the components of the 
apparatus of fig-1; 

- rfigure 3 shows a flow chart of the steps of a method according to the 
present invention. 

Description op pref erred t«mt^odtments 

Referring first to fig.l, there is, very schematically shown, a whole, 10, 
of telephony networks which could be both public switching 
telephony networks (PSTN) and public land mobile networks 
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(TPLMN), usually interacting between themselves. Switching stations of 
said whole 10, are referred as 11; they interface the mobile telephony 
networks and the fixed telephony networks, and are named Mobile 
Switching Center (MSG). 

From these MSG, 11, the mobile telephony networks branch out In 
fig.l just the terminal stations, 12, of said networks are shown, for the 
simplicity of the representation. Said terminal stations are named Base 
Transmitting Stations (BTS) and, as known, constitute the core of the 
cells, or geographic areas, which compose the zone covered by a 
mobile telephony network. 

In the above general scheme, peripheral devices for verifying the 
procedure to access mobile telephony networks through SIM cards 
are referred as 13. 

Said devices comprise, as better seen in the following, two radio 
transmitting and receiving units, or, alternatively, one unit apt to 
transmit and receive via radio and one unit apt to transmit and receive 
through dedicated digital lines. 

The general scheme of fig.l is completed with a central electronic 
unit, 1 4, which is apt to: 

- house all the SIM cards on which to execute the verifications, 

- read the parameters stored in said cards, 

- transmit said parameters and the instructions for performing the 
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verifications to the peripheral devices, 13, 

- receive from these ones said parameters suitably updated upon 
verifications, 

- store the updated parameters in the SIM cards housed in it, 
and, finally, 

- receive and store results of the verifications performed by the 
peripheral devices. 

All the above happens upon verification requests which come to said 
central electronic unit through remote terminals, 15, connected to it 
and generally associated to the phone service suppliers of the various 
networks, which have sub-service agreements between them. 
Peripheral devices, 13, are constituted, as we can see in the block 
diagram of fig.2, of a microcomputer unit, 16, and two modules, 17 
and 18, which are the radio units of two mobile telephones. Each of 
said modules comprises whichever base function of a standard mobile 
telephone but doesn't comprise the user interfaces, such as keyboard, 
display, microphone and receiver. 

In particular, one of said modules, 17, has a resident SIM card, as 
usually occurs in a standard mobile telephone, while the other module, 
18, is connected to a memory unit, 20, which simulates the SIM card 
on which to execute the verifications, housed in the central electronic 
unit, 14. Said memory Unit, 20, so acts as a virtual SIM card for 
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module, 18. 

The above described apparatus operates as follows. 
Upon a specific verification request got to central electronic unit, 14, 
through one of the remote terminals, 15, said central unit performs a 
reading of the authentication parameters, such as IMSI, TMSI, or 
similars, stored in the SIM card on which to execute the verification, 
and transmits, both said parameters and instructions for executing the 
verification, to the device, 13, stated in the verification request. It has 
to be noticed that the above data are transmitted to the CPU, 16, or 
through dedicated digital lines, 21, other through the mobile 
telephony network by using module, 17, equipped with its own SIM 
card, 19. 

CPU, 16, stores the above mentioned authentication parameters in the 
memory unit, 20, which module, 18, interfaces with during the 
verification. The verification start up time and the telephone number 
to dial for performing the verification are stored in the RAM unit, 22, 
of the CPU, 16. 

So, this last one, at the fixed time, sends to module, 18, die data 
concerning the telephone number to dial, in order to begin the calling 
as it would happen if an operator dials the number by the keyboard of 
a mobile telephone including the SIM on which to execute the 
verification. 
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Once the calling has begun, module, 18, reads on the virtual card, 20, 
the parameters needed to start the authentication procedure; then it 
sends the access request, through the mobile telephony network, to 
the supplier which emitted the SIM card under verification; said 
supplier launches the authentication procedure for that specific card 
by sending to module, 18, some variables, RAND, which the SIM 
card under verification has to process according to a specific 
algorithm, stored in it. 

To do this, CPU 16, transmits said variables, RAND, through module, 
17, to the central electronic unit, 14, which, as above said, houses the 
specific SIM card storing the above specific authentication algorithm 
that, for secrecy reasons, could not be transmitted to the virtual card, 
20, together with the other parameters previously transmitted from 
central electronic unit, 14, to periptheral device, 13. 
Once RAND variables have been processed, the processing output, 
consisted of SRJES (Signature Response) parameter, is transmitted 
from SIM card under verification to module, 18, still through the 
central electronic unit, 14, and through the auxiliary module, 17, which 
are to one another connected through die mobile telephony network. 
Together with said SRES parameter is also transmitted the KC (Key 
Cyphering) parameter, since module 18, once the SRES parameter has 
been verified to be the right one, sends said KC parameter to the SIM 
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card manager to get the code needed to support the conversation; 
note that, in this embodiment of the invention, conversation 
represents the required type of phone communication among the 
available kinds of transmissions and services. 

Finally, as last step before the conversation, module 18, just like 
whichever mobile phone would do while regularly working, asks to 
the service supplier, through the standard mobile telephony network, 
for the assignment, that is the right of managing the phone 
connection. 

Once obtained said assignment, module 18 transmits a predefined 
vocal message, then, got the relating answer, shuts down the 
connection and updates the parameters stored in the virtual card 20. 
The CPU unit, 16, of device, 13, reads, from the virtual card, 20, said 
updated parameters and transmits them to the SIM card housed in the 
central unit , 14, by means of the digital line, 21, or of the standard 
telephony network, using, in this second case, the module 17 of the 
device 13 itself. 

All the above is schematically condensed in the flow chart of fig.3, 
where die three different "areas" or physically separated units which 
exchange data during the verification procedure are pointed out. 
Said pointing out is helpful to understand that the apparatus, and 
corresponding method, proposed with the present invention, allows 
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to verify the procedure to access the network from whichever location 
on the network area without the requirement that SIM cards on which 
to execute the verifications be phisically available at said locations. 
This is possible since, by the method of the invention, the only 
moment in which, during verification, access to the SIM card is 
required is when authentication parameters have to be processed 
through the card's own algorithm; and, by the method of the 
invention, the above access occurs upon phone connection between 
module 17 and central electronic unit 14 housing the card, phone 
connection which takes a few time that, anyway, in that specific phase 
of the authentication procedure, the procedure itself allows, as it 
happens every time a mobile telephone dials a calling. 
The other moment in which, during an authentication procedure, 
access to the card is required is that one useful for acquiring the initial 
parameters, just after dialling; to do this the time amount allowed in a 
standard procedure is not enough to perform the acquisition through 
a phone connection. This problem is solved, as seen, by the apparatus 
of the invention, with the help of the virtual card, 20, where said 
initial parameters are stored before performing verification procedure 
and they are simply read from module 18, that thus employs the same 
time amount needed if the SIM card on which to execute the 
verification would be physically placed at the location of the 



WO 02/069656 PCT/EP02/00327 

13 

verification. 

Obviously the above limitations related to the connection time for acquiring 
whichever parameter needed during the authentication procedure do not exist 
if connection between central electronic unit, 14, and peripheral devices, 13, 
takes place through dedicated digital lines, 21; in fact, using this kind of lines, 
highly increased transmission speed, with respect to the radio transmission, can 
be reached. It has to be noted that, in this case, peripheral devices, 13, could be 
simplified since module, 17, radio transmitting and receiving, is no more 
needed, but of course, with this solution the effectiveness and flexibility of the 
system would strongly decrease, because said devices could not be located 
wherever in the network area, but just where a telematic connection exists. 
However, this last version of the peripheral devices may be provided 
and adopted, instead of the ones made according to the scheme of 
fig.2, in the locations of the network area where we can find digital 
lines such as TCP/IP or similar. In this case, the general advantages of 
the invention, represented by the capacity of automatically verifying 
the procedure to access the network through SIM cards even if said 
cards are not physically placed at the points of the network where 
verification is requested, are still safe. 

Obviously further modifications and embodiments, different from the 
ones above shown as examples, can be provided generally considering 
that the most effectiveness of the apparatus and method of the 
invention is attained when peripheral devices 13 are apt to allow 
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acquisition of the SIM card's parameters through phone connection. 
The modifications may be carried out, anyway, within the limits of the 
invention as defined by the following claims. 
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CLAIMS 

1- Apparatus for verifying the procedure to access mobile telephony 
networks through SIM cards, comprising 

a central electronic unit. (14) where SIM cards on which to execute the 
verifications are stably placed, 

peripheral devices (13), connected, by means of dedicated telemaric 
lines (21) or by telephony networks, to said central electronic unit, 
wherein, said central electronic unit provides means for, upon a 
verification request carried on through remote or local terminal (15), 
reading parameters stored in the SIM card specified in said verification 
request, or processed according to algorithms stored in said SIM card, 
means for transmitting said parameters to the peripheral devices (13) 
placed at the locations of the mobile telephony network specified in 
said verification request, and, 

said peripheral devices provide means for working, upon reception of 
said parameters, as mobile telephones containing the specified SIM 
cards whose parameters have been transmitted to them. 

2- Apparatus according to claim . 1 wherein said peripheral devices 
(13) comprise a first module (17) and a second module (18), both 
receiving and transmitting through mobile telephony networks, said 
first module being equipped with a resident SIM card (19), said 
second module lacking a SIM card but being connected to a memory 
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unit (20) operating as a virtual SIM card, a microcomputer unit (16) 
which can be connected to said central electronic unit (14) through 
dedicated telemattc line (21) or through said first module (17), said 
unit (1 6) providing means for: 

- receiving from said central electronic unit (14) data for performing 
verifications and parameters of the SIM card, specified in the 
verification request, housed in said central electronic unit, 

-storing parameters of said SIM card in said memory unit (20), 

- controlling, according to received data, said second module (18) for 
performing test callings and said first module (17) for performing 
auxiliary callings useful for acquiring and transmitting working SIM 
cards parameters, 

- transmitting to said central electronic unit (14) the results of the 
verifications and the updated parameters of the SIM card specified in 
the verification request. 

3- Apparatus according to claim 1 wherein said peripheral devices 
(13) comprise a module (18) transmitting and receiving through mobile 
telephony networks, said module lacking a SIM card but being 
connected to a memory unit (20) operating as a virtual SIM card, a 
microcomputer unit (16) which can be connected to said central 
electronic unit (14) through digital telematic line (21), said unit (16) 
providing means for: 
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- receiving from said central electronic unit (14) data for performing 
verifications and parameters of the SIM card, specified in the 
verification request, housed in said central electronic unit, 

- storing parameters of said SIM card in said memory unit (20), 

- controlling, according to received data, said module (18) for 
performing test callings^ 

- transmitting to said central electronic unit (14) the results of the 
verifications and the updated parameters of the SIM card on which the 
verification has ben, executed. 

* 4- Method for verifying the procedure to access mobile telephony 
networks through SIM cards, comprising the steps of: 
-housing the SIM cards on which to execute the verifications in a 
single central electronic unit (14); 

-locating specific devices (13) at the points of the mobile telephony 
network where verifications are required, said peripheral devices being 
able to be connected to said central electronic unit through dedicated 
telematic lines (21) either through telephony networks; 
-receiving, by said central electronic unit, requests of verification of the 
procedure to access the network through specific SIM cards housed in 
said central unit, said requests being carried out through remote or 
local terminals (15) connected to said central unit (14); 
-transmitting data concerning the verifications to be executed, the 
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transmission occurring from said central unit (14) towards the 
peripheral devices (13) stated in the verification requests; 
-starting, by said peripheral devices, the verifications according to the 
received data and, at the same time, requiring specific parameters 
stored or processed according to algorithms stored in said specific 
SIM cards housed in said central unit (14); 

-transmitting, from said central unit (14) to said peripheral devices 
(13), parameters stored or processed according to algorithms stored in 
said specific SIM cards; 

-completing, by said peripheral devices, the verifications of the 
procedure to access the network, said devices acting, upon reception 
of the above parameters, as mobile telephones containing the specific 
SIM cards whose parameters have been transmitted to them; 
-transmitting the results of the verifications and the updated 
parameters of the SIM cards involved in the verifications to said 
central electronic unit (14) for storing said results and updating the 
parameters stored in said SIM cards housed in said central unit. 
- 5- Method for verifying the procedure to access mobile telephony 
networks through SIM cards, comprising the steps of: 
-housing the SIM cards on which to execute the verifications in a 
single central electronic unit (14); 

-locating specific devices (13) at the points of the mobile telephony 
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network where verifications are required, said peripheral devices being 
able to be connected to said central electronic unit through fixed or 
mobile telephony networks; 

-receiving, by said central electronic unit, requests of verification of the 
procedure to access the network through specific SIM cards housed in 
said central unit, said requests being carried out through remote or 
local terminals (15) connected to said central unit (14); 
-transmitting data concerning the verifications to be executed and 
specific initial parameters stored in said specific SIM cards, the 
transmission occurring from said, central unit (14) towards the 
peripheral devices (13) stated in the verification requests; 
-starting, by said peripheral devices, the verifications according to the 
received data and, at the same time, requiring further parameters 
processed according to algorithms stored in said specific SIM cards 
housed in said central unit (14); 

-transmitting, from said central unit (14) to said peripheral devices 
(13), parameters processed according to algorithms stored in said 
specific SIM cards; 

-completing, by said peripheral devices, the verifications of the 
procedure to access the network, said devices acting, upon reception 
of the above parameters, as mobile telephones containing the specific 
SIM cards whose parameters have been transmitted to them; 
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-transmitting the results of the verifications and the updated 
parameters of the SIM cards, involved in die verifications to said 
central electronic unit (14) for storing said results and updating the 
parameters stored in said SIM cards housed in said central unit. 
6- Method for verifying the procedure to access mobile telephony 
networks through SIM cards according to claim 4 or 5, wherein said 
transmission of data concerning the verifications to execute and of 
data concerning stored or processed parameters, from said central 
electronic unit (14) toward said peripheral devices (13), takes pake by 
employing a first module (17), apt to transmit and receive through 
mobile telephony networks, included in said peripheral devices (13), 
and wherein said verifications execution takes place by employing a 
second module (18), apt to transmit and receive through mobile 
telephony networks, included in said peripheral devices (13), said first 
module (17) being equipped with a resident SIM card (19), said second 
module (18) lacking a SIM card but being connected to a memory unit 
(20) operating as a virtual SIM card. 
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